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https://www.youtube.com/watch?v=PtbRnyuLBlY

Subversive and harmful content and threats from bad actors online
pose a greater threat to children and vulnerable groups in India, as
evidenced in our

Citizen Digital Foundation conducted a virtual discussion bringing
together key stakeholders of online safety in India. The webinar was
titled ‘With Alice, down the rabbit hole’, with a focus on the powerful
onslaught of recommendation algorithms that take young minds
down toxic, manipulative and harmful pathways.

Leading online safety and children’s rights organisations, and policy
experts, along with parents and educators came together to discuss:
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https://citizendigitalfoundation.org/publications/the-youtube-rabbit-hole-exploring-child-safety-in-relation-to-content-in-regional-languages-on-youtube-and-youtube-kids/
https://www.linkedin.com/company/citizendigital/
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Aparajita elaborates on the issue through The Quantum Hub’s findings

80%
onus solely on parents

60%

Shared device usage

Aparajita highlights:
* TheIndian ecosystem needs to be evaluated differently from the West.

Putting the onus solely on parents in India won’t work - most parents lack the
knowledge, resources, to ensure child safety online.

Indian schools generally prohibit carrying phones, unlike Western
counterparts.

Identifying harms in the Indian context and resolving platform design issues
is crucial.

Itis important to balance access to the Internet, which provides economic
opportunities, with ensuring online safety for children.
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Nivedita spoke about gaps in research and funding from Pacta’s view of the ecosystem
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Nivedita spoke about gaps in existing policies, especially DPDPA.
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Be Responsible Netizens
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LEGAL FRAMEWORKS FOR CHILD PROTECTION ONLINE - UNITED STATES, UNITED KINGDOM, INDIA & CHINA

Summary of Provision Special Case Laws/Comments

Article 17 - | International | Article 17 recognizes the important function that mass media
Convention on the performs and the necessity to have proper regulations to protect
Rights of Child children from its maladies.

(QHCHR), 1990

Children's Online | US.A COPPA applies to children under the age of 13. Defines the
Privacy following terms comprehensively:
Protection  Act, Child, Operator, Disclosure, Personal information, Parent,
1998 (COPPA) Verifiable parental consent. It
e Requires websites and online services to get verifiable
parental consent before collecting, using, or disclosing
personal information from children under 13.
Gives parents control over their child's information
online and the ability to review or delete it.
Places obligations on website operators to ensure the
security of children's data.

Communications | U.S.A Communications Decency Act 1996 prohibits anyone using
Decency Act 1996 interstate or communications from transmitting obscene or

The Committee on the Rights of the
Child published its General Comment No. 25
on Children’s Rights in Relation to the Digital
Environment (CRC/C/GC/25), which lays
out how states parties should implement the
convention in relation to the digital
environment and provides guidance on
relevant legislative, policy, and other
measures to ensure full compliance with
their obligations under the convention

The COPPA is often confused with the the
Child Online Protection Act (COPA). COPA
aimed at restricting access to harmful
content for minors.Ashcroft v. American Civil
Liberties Union

COPA was struck down stating that less
restrictive measures like filtering and
blocking could be adopted.

Reno v. American Civil Liberties Union
Landmark decision unanimously ruling that
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California  Age-
Appropriate
Design Code Act
(takes effect on
July 1,2024)

USA,
California
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Summary of Provision Special Case Laws/Comments

indecent materials when they know that the recipient is under 18
years of age.

Section 230 of the Act covers protection for blocking and
screening offensive material.Interactive computer services need
to let customers know about the availability of parental controls to
limit access to material that is harmful to minors.It also gives them
the right to restrict content irrespective of whether it is
constitutionally protected or not.

Section 223 provides for the protection of individuals who in good
faith restrict content which is indecent, obscene and patently
offensive and requires a verification process involving either a
verified credit/debit account, adult.

On September 15, 2022, California Age-Appropriate Design Code
Act was signed. It places legal obligations on companies with

respect to online products and services that are “likely to be
accessed by children” under the age of 18

The Act applies to businesses that provide an online service,
product or feature ‘likely to be accessed by children’ under the age
of 18 (covered businesses). An online service, product or feature
is “likely to be accessed by children” based on certain indicators,
including whether:

1. It is “directed to children,” as defined in COPPA.

anti-indecency provisions of the 1996
Communications Decency Act violated the
First Amendment's guarantee of freedom of
speech.

The Act is modelled on the UK’s Age-
Appropriate Design Code.

The California Age Appropriate Design Code
is a legislative regulation that mandates
businesses and online platforms to
implement age-appropriate design concepts
and proactively safeguard children under
the age of 18 who are California residents
from potential risks on the internet. This
involves minimizing unnecessary data
collection, prioritizing data security, and
ensuring that digital interfaces are designed
in the best interests of children.
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Exploitation
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Act & the New
York Child Data
Protection Act

NON-EXHAUSTIVE LIST OF RELEVANT LAWS
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Summary of Provision Special Case Laws/Comments

2.1tis determined to be routinely accessed by a significant number
of children (based on competent and reliable evidence regarding
audience composition)

3.It has advertisements marketed to children.

4.It is substantially similar to, or the same as, an online service,
product, or feature routinely accessed by a significant number of
children

5. It has design elements that are known to be of interest to
children (including, but not limited to, games, cartoons, music, and
celebrities who appeal to children)

6. A significant amount of the audience of the online service,
product, or feature is determined, based on internal company
research, to be children.

The SAFE for Kids Act (A.8148, Rozic) will prohibit social media
platforms from providing addictive feeds to children younger
than 18 without parental consent. It would also require platforms
to obtain parental consent in order to send notifications to
children between 12:00 a.m. and 6:00 a.m.

The New York Child Data Protection Act (A.8149, Rozic) will
ensure that privacy is the default for minors, protecting their
privacy and personal data by prohibiting online sites from

The code also requires businesses offering
online services to make reasonable efforts to
use visual aids, appropriate font sizes, and
clear language suited to the age of the child
when presenting terms of service
agreements or community standards to
them. This ensures that children are able to
understand the terms and conditions they
are agreeing to and have actual knowledge
to make informed decisions about their
online activities.

SAFE is yet to come into effect. It will go into
effect 180 days after the Attorney General
publishes a final set of rules and regulations
that it will then enforce.

The law will become effective one year after
it is signed into law.
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Legislation Summary of Provision Special Case Laws/Comments

collecting, using, sharing or processing the data of individuals
under the age of 18. It also prohibits operators from purchasing,
selling, or allowing a third-party operator to purchase or sell
personal data from users below the age of 18. “Selling” is defined
broadly as the sharing of personal data for “monetary or other
valuable consideration.”

Age-Appropriate K. AADC, under the General Data Protection Regulation (GDPR) in | The Information Commission Office has
Design Code force from September 2021. AADC entrusts entities handling | investigated and enforced several failures to
(AADC) children's data with a positive obligation to give primacy to the | comply with the children’s code, most
interests of the child. It lays down 15 standards, instead of strict | recently and publically it issued a fine of
dos and don'ts, directing entities to implement 'age-appropriate’ | £12.7 million against the social media service
design. This design should rest on principles of data minimization, | TikTok.

purpose limitation, transparency, avoiding usage of nudge
techniques, default settings that safeguard children's privacy.
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Virtually all entities providing online products or services - apps,
programs, websites, connected toys - are covered. AADC
acknowledges that the 'best interests of the child' may differ on
different platforms, depending on each platform's use-case. For
example, the risks on a gaming platform may be different than on
a video-streaming platform. The code, therefore, encourages
platforms to consider their impact on children and build in
mitigation strategies.
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Online Safety Act, | UK. The Act will give providers new duties to implement systems and | This is not yet fully implemented.
2023 processes to reduce risks their services are used for illegal activity,
and to take down illegal content when it does appear. It brings
about new sets of laws to protect children as well as adults.

Services must assess any risks to children from using their
platforms and set appropriate age restrictions, ensuring that child
users have age-appropriate experiences and are shielded from
harmful content. Websites with age restrictions need to specify in
their terms of service what measures they use to prevent underage
access and apply these terms consistently.

Digital Services | European Article 28 says that online platforms that can be used by minors | The DSA became effective from Feb 24 on all
Act Union need to make sure their services offer a high level of privacy, platforms.

safety and security to young users

Every year, Very Large Online Platforms and Very Large Online
Search Engines need to identify and assess the potential online
risks for children and young people using their services (Art. 34
and 35).

platforms must also put measures in place to mitigate these
risks, including (as appropriate, depending on the platforms):
Parental controls Settings that help parents and carers, for
instance, monitor or limit children’s access to the internet, to
protect them from online risks and inappropriate content.

Age verification A system to check the age of users before they
access the service, for instance based on physical identifiers or
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Legislation

Summary of Provision

Special Case Laws/Comments

other forms of identification. Tools To help young people signal
abuse or get support

Advisory by the
Central
Government
(Ministry of
Education) on
Online Gaming.

The NCPCR's Mandate is to ensure that all Laws, Policies,
Programmes, and Administrative Mechanisms are in consonance
with the Child Rights perspective as enshrined in the Constitution
of India and as also under the UN Convention on the Rights of the
Child. The Child is defined as a person in the 0 to 18 years age
group. NCPCR visualizes a rights-based perspective flowing into
National Policies and Programmes, along with nuanced responses
at the State, District and Block levels, taking care of specificity and
strengths of each region.

Advisory to Parents and Teachers on Children’s Safe Online
Gaming with a set of dos and don’ts.

Provides cyber-crime helpline details for
reporting offences.

Personal Data
Protection  Act,
2023 (DPDP Act)

The Act applies to the processing of digital personal data within
India where such data is: (i) collected online, or (ii) collected
offline and is digitized. It will also apply to the processing of
personal data outside India if it is for offering goods or services in
India.

The Act requires all data fiduciaries to obtain verifiable consent
from the legal guardian before processing the personal data of a
child. To comply with this provision, every data fiduciary will have
to verify the age of everyone signing up for its services. It will be
needed to determine whether the person is a child, and thereby
obtain consent from their legal guardian.

The Rules to implement the act are yet to be
formulated.
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POCSO Act,
2012

The Act provides that a data fiduciary will not undertake any
processing which has a detrimental effect on the well-being of the
child. The Act has not defined detrimental effect. It has also not
provided any guidance for determining such an effect.

POCSO is a key legislation governing sexual harassment of children
and their protection thereof. Under the provisions of the Act,
sexual assault, harassment and pornography are made punishable
offences as is the abetment of any of the offences mentioned under
the Act.

Imposes time restrictions on minors use of online games, money
spent on the games.

Internet product and service providers are required to establish
and improve an anti-addiction system. They must not provide
products and services that are addictive to minors and should
change any content, functions or rules that could potentially lead
to addiction. Providers are also expected to publish annual reports
on their anti-addiction efforts and be open to public scrutiny.
Service providers must Conduct regular impact assessments on
the protection of minors online.

Restriction on sharing or transmitting information harmful to
minors' health such as content that promotes obscenity,
pornography, violence, cults, superstition, gambling, self-harm,
suicide, terrorism, separatism, extremism, etc

Though POCSO protects children from online
sexual harassment, certain definitions like
grooming, catfishing which are commonly
adopted by perpetrators of crimes are not
explicitly defined in POCSO.

Regulations came into effect on January 1,
2024
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Law (2020 Providers of online products and services are prohibited from
revision), and the using automated decision making for commercial marketing to
Personal minors.

Information The PIPL requires options for non-personalised advertising or
Protection Law easy opt-out for automated decision making in personal
(“PIPL”) issued in information push and marketing.

2021
Service Providers are to take steps to reduce and mitigate cyber
bullying

Internet service providers offering services such as information
publishing and instant messaging to minors shall legally require
minors or their legal guardians to provide the minors' real identity
information.
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